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FRHIEEEFE | (Mass Surveillance » CRETHPGPERE 128 « AOREEE)
FONERR - FE3E T 2EEE S | (National Surveillance State) “B%{X
EARFEK -

TR N R R 2 1T (SRR 2%
R AMISEELE ) - HEFELUEBE BT AR .
SIS BRI NG « 5% - 507 - £
17 o ST SEMEEE PR A SR A TR 5 - SHE R TE
HEEE  BERES - AWPIRA RS ESER L2 4 0 B
TR A HELAARGE ~ MBSt B eE « SHTRERER) - thp &
BB R R BB 2 - I - LD, TR E AR PRk

Washington Post) » 15 4F %o 2 BB 7.4 > 5 *F # 35 i Edward Snowdenh
FLHEF RNBAARLTHHTERFARE 25 (NSA) & 115 F2 A
R GRS FEARKER B AR A BY s E (PRISM)
P ERBEE A UE R Lo RAEFREHFEEEL G RRS T TERG Y 2
LEHTA LT ERERI A3 H A RSN & AR RRSE S
AT S AT 2 £ B - See Barton Gellman & Laura Poitras, U.S.,
British intelligence mining data from nine U.S. Internet companies in broad secret
program, WASH. POST (June 7, 2013), https://www.washingtonpost.com/investigations/
us-intelligence-mining-data-from-nine-us-internet-companies-in-broad-secret-program/
2013/06/06/3a0c0da8-cebf-11e2-8845-d970ccb04497 story.html?utm_term=.bb5188
9ec36e/; Greenwald, Glenn & Ewan MacAskill, NS4 Prism Program Taps into User
Data of Apple, Google and Others, GUARDIAN (June 7, 2013), https:/www.
theguardian.com/world/2013/jun/06/us-tech-giants-nsa-data.

20 TRo EHRTY - 30 B PREE B g F &4flack Balkingt ! o 4y
R A FRORF feEB R 2 5 f o SEAAE R BB~ 4 B
W g E AT P TR E RO IR AR BT B R T PR R TR £
£ % T3 R 7y (Information State) i it 7 5c B R $H#ciz it AR5 2 2
wE N e A jg 0 See Jack M. Balkin, The Constitution in the National
Surveillance State, 93 MINN. L. REV. 1, 3-5 (2008).
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M‘?%‘%ﬂ‘ﬁi%‘@%%ﬁ‘Fﬁﬁﬁ‘%%*ﬁ‘Hﬁ%ﬁ‘&g
FE A HEENE ERA TR ABEERALTHR . BE o RIGEARE TR

B s (OECD) 1980+ 3722 (&4 k& B + T8 R R) (OECD
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Wl A0 TRER ) BRI TREAIARE ) T DA 2

DU R R - AR R e R vl REfFAE MYIE THER
FREERIIT S RER, » 55— T RHIRERTE | 1B CEEN M AT R
BoRs AT 2 FEAG (I TEARAE 3~ DUEAI L 2 55~ AEPEmeis s R U A

Guidelines on the Protection of Privacy and Transborder Flows of Personal Data ) »

R '—‘;‘_;igl-%]*" Fula Ender TR AT KR FRES
THE o er LAY .3' Tl WARBFE LIRS 3&)"]%5'])‘ [
AFOREEAl o kR pER L T R A TS PR R B fp e S o

AU BT R GABRRA ), L TRER AR (SR
BALEERTE PR 0 SRR TR 0 U - s L
HA N ERhE DL AT Sk o e LA B A Fw ]“imﬁtifi N
TEE RS ??E—fzﬁ“ CATGEEEBRAYTR AR RS A L BT
PR A S B R ROTIULERRT AL T A TR
AREHFROGIHFSERELRELS LW A BIRRE 2 AN
FoARERE NPT L 0 DR RCE AT o KR SRR E2 Y A%
¥ 5 58 v ehst & o See OECD Guidelines on the Protection of Privacy and
Transborder Flows of Personal Data, OECD, http://www.oecd.org/sti/ieconomy/
oecdguidelinesontheprotectionofprivacyandtransborderflowsofpersonaldata.htm (last
visited Apr. 20, 2020).

4 hEA N R T LR MR BTSSR ) (05— A R R RE TR
R E RN BARARYORRERFE 0 6 AR AP ENS P o B
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d +% Staatssicherheit— 'ﬂ"lﬁ{ﬁ’é, v @ i ¥ ARHE G Stasi) o F i E gt ’rh A
NN PR I F it 1 ,&X@*7ﬂm°#%p,w<ﬂufﬁﬁﬁ
BEZ DB EANE R (AL AR R ERPRRERFTS -
PGS AT G FRE N el R el g T
FEak > IR F TR ”T%FTT P AR o Flm EBTA L P AeT AR BT
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EEHA -SRI KPR FER L2 AR A48 528
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P DO T BRI E IR - BB IR 2 R AR
i o B E AN RAE AR TH - (EMmEE) 7 Sikii e
JFRITATRRR 2 RS R CREEAEAT b (RAEEIS S R ] 2 5= ~ KBS
B BB H AR A SR A IE SORRE BT AR T AR AU B SR R - SRk
AR o L R LSO ORI WA A2 S B i B P O B S bt = B RSO

=

sk EBA%ERR - EBIBFH R ENERT 20134 & BT FH B FR R
%R iR - S EBER L EEERE (BIMEREEELE
i) (FISA Amendments Act of 2008 ) 77 g o1& #e i
Clapper v. Amnesty International USA®—ZE(ERGHIGR - (BEIEATFE
fErh - B e S E RS RYFFEAERE (standing ) » {H A FRELEE
e A B A2 SRR R ER - COR KRR BUR B R R ik am it a b T
o FEfRE—HfEAmerican Civil Liberties Union v. Clapper ( LA T fifi
FBACLU v. Clapper) " ~ Klayman v. Obama %32\ - Bl (=4
PEEGERURIE SR GBS Fam - B ERER FEER TS
HFEFRLHATF , (the reasonable expectation of privacy protection test)
Bl T 25— N\H5m  (the third-party doctrine) FIRSFARECRIERE R - [H
HHEEZZERERERNE - 2l - R BRI EERER - &
SBHIFT A UPRE - TTEEE H A RECR S AVBE R M b -

AR LR - TR o B T ORHURRER TR
Bl R o B i = U 8 - DL HE R BT B A B AU R R
PR BRI RrE - B » BB R G T Rl @ - A H

5 Foreign Intelligence Surveillance Act of 1978 Amendments Act of 2008, Pub. L. No.
110-261, § 122 Stat. 2436 (2008).

6 See Clapper v. Amnesty International USA, 133 S.Ct.1138 (2013).

7 See American Civil Liberties Union v. Clapper, 785 F.3d 787 (2015); American Civil
Liberties Union v. Clapper, 959 F. Supp. 2d 724 (2013).

8  See Klayman v. Obama, 957 F. Supp. 2d 1, 39 (2013).
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wmER e SRS SRS i
SHERERIEY TR, TIHED ) A TR E RS R
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VBRI SR B S -

3. e R RE

TR T B 2 BE 78 (dragnet surveillance ) » HFFERIE TR
FRAAMERT R Im B ARG L & T ARRE AN ZEE R | - ERIEE A

14 3828 (3x4)> F35-

15 %8 >R G 1 T4 R » hitps:/nhird.nhri.org.tw/ ( $ {5 ?@ p :2020#4
P17P ).

16 101 & RAIyE S HFEEZHHEFER FRFELARTRIE M £58 14
https:/dep.mohw.gov.tw/DOIM/cp-932-2419-114.html ( B t5 I § p © 2020% 4 *
TR ) - M 2 BREZRERRE > 2R $FREFRRFLF SHFREED
3+4 (¥ %) https://grb-topics.stpi.narl.org.tw/file/ldownload?flsId=4b1141c264eef
5760164eef862e¢00130 (& & iﬁﬁ p 2021&11%9p )-

17 azte

18 o hzi o

19 103-108F £ 2 FApM FTAFI09E £ 22,035 F » v exk > 2R FL ET
FEoEEFIF 0 o #P R 2 https//www.cde.gov.tw/Category/List/loyt-Demp
wvad | WIIWtFMA (% 8 iﬂ?@ p 2021117 9p )o
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DA T i B A B R B L - RV SRR S R R R BRI R L
%5 (National Security Agency @ DA T EifESER| B4 fHEINSA ) &K
B 7 L B BT BRSO S R ST IR G - IR B
S EREer)— R INSANERIBEE S » H i B Sagnye " b
st 5 (CUPSTREAM ) ~ DU " BESRETEE , (PRISM ) « HEE ST
TUENSARMIDIARIE A FIZEa A s - @A ARSI
A TR IS A BRI - BT R BB A s H—
Y BEPEET EAI R IE fe/ MAATBUR 220088 2. (W IME s
FEFE20084 -84 {E {6 ) (Foreign Intelligence Surveillance Act of 1978
Amendments Act of 2008 ) HHY702{55K - IRIBFZIGREK @ EBIEHE
M (EH B AL 80 & (Attorney General ) 1B 52 15 i /2 B
( Director of National Intelligence ) 3 [5] %5 2% 1Y) 5 By < B[ 0] [A)
Google * X + Facebook B\ (5 £ & i B Bl YN P HUEEHAC SR - #E
1 5E A =TT E R T R 25 - /KN IRt U
[ATATREYS B %% R SRR 4™ -

4 AR RE &

etk NEAR T FRPG TR 5 B ) - TP TR S AT
o T8 FH T B 5 B e e T e B VR RE D B R A 2R R T

20 Brett Max Kaufman, 4 Guide to What We Now Know about the NSA s Dragnet Searches
of Your Communications, ACLU (Aug. 9, 2013), https://www.aclu.org/blog/national-
security/guide-what-we-now-know-about-nsas-dragnet-searches-your-communications;
Binoy Kampmark, The Merry Life of Dragnet Surveillance, INTERNATIONAL POLICY
DIGEST (May 29, 2017), https://www.scoop.co.nz/stories/HL1705/S00109/the-merry-
life-of-dragnet-surveillance-binoy-kampmark.htm.

21 See Glenn Greenwald & Ewan MacAskill, NS4 Prism Program Taps in to User Data
of Apple, Google and Others, THE GUARDIAN (2013), https://www.theguardian.com/
world/2013/jun/06/us-tech-giants-nsa-data (last visited Apr. 20, 2020); T. C. Sottek &
Josh Kopstein, Everything You Need to Know about PRISM- A Cheat Sheet for the
NSA's Unprecedented Surveillance Programs, THE VERGE (July 17, 2013), http://www.
theverge.com/2013/7/17/4517480/nsa-spying-prismsurveillance-cheat-sheet.

22 Id.
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(Z) RfHEH- EfEan T E253Max ;2 TEE»
EFRBPN 7
R PR LR B R G B - (W IMEH
5213 ) (Foreign Intelligence Surveillance Act) HinEEsREREw
FRERE/KFIE B SRR R A » Bl RS ms R
TSRS R B R DL SE B R E@B"JEEZ@{E@??EE
TEAIRETT - FISAME R SORMTEE) ~ RS ED » (5 d SEVE Bl S
EANEREFPH—EIEANE - HEEEY - VHEMEEE - BE Rk
HEEHE - RS FE RS TR REMERE -

(P IMEEER R ) FRAR T B R [E N R INE 24 77 (Foreign
Power ) KANEIES JHIEE A (Agent of a foreign power ) * M (5h
TEHEER ) 1801 (c)/ NETEASCAESE IS MNEI 28 T T B S NE B8 A A HY
BELEEF - WREHNS RE—FEEA - T7E#ERH (PIMEHR B
B BB RS IR IE SR B R« SRS (MG s
?£>> 1801(1)4\/% REHY T 88 T EE 92 | (electronic surveillance ) 2 7%E

BEEISOI(D(FK T BT F ~ RS H L T Xy TiEs,
fﬂzu SUL R R HIERIB0IMNG)EL T BT~ R A 6
EhEy TRABER ) § RS R ap F ) BI801(HAF " &
EFRBEPM X %E“ LTI PRAFHABERALEFTRESR
& o BEEIANERERNEETEHIANEICE 2N T EEERN

23 sE2E (:24) T 36-37 -
24 50 U.S.C. § 1801(c).
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MR A, 50 TRIRERERZ A o BIE (BIMEHREET:)
ZSHF 0 (TR SFEU S e Ak TE AR - DR E A
FRSFL & B TR -

O - SEEHE RS (6 FHEE 2T Bk 1R R o 2
Wi R DL AS W ss b2 B 2 k&) (IREVFTaE R B E B & %)
(Uniting and Strengthening America by Providing Appropriate Tools
Required to Intercept and Obstruct Terrorism Act of 2001 - XfHUSA
PATRIOT Act) » fRIZ215fRF - #E KR#HE ZH Y (tangible
things ) « KIPUARSE (UBIMBEREIEIE) 186 1GFLEH - Ry (H RV TE
HomE)  SORMTEI R HRESEAL SR - WA R ] LR
RS  AO8 AR SUHEERRVE R « WTR2008FEE (5
HIME HES 2122008 EE B RS ) 70216 3K IE A R e AT &
(1) MMESAEHRER S RENREBIRAZA ¢ (2) TMEFHEEE
BAMAIEBIAR ¢ (3) B H RIS G EAHE AR £ 5
NZA » NMFRLZ 5 (4) EEWRERE BRI R E R
A AR - TR ST - LA ER SR
PEEIZR 2 T 9 E) - AR5 - (BB FIETRANBEIRE
Hhd b A R R B e an < - BIAPEEINEE R A KRB E R0

= = 28
BIEEIET -

25 50 U.S.C. § 1801(H)(1)(3)(4). See Laura K. Donohue, Bulk Metadata Collection:
Statutory and Constitutional Considerations, 37 HARV. J.L. & PUB. POL’Y 757, 786-91
(2014); Stephanie Cooper Blum, What Really is at Stake with the FISA Amendments
Act of 2008 and Ideas for Future Surveillance Reform, 18 B.U. PUB. INT. L.J. 269,
275-80 (2009).

26 50 U.S.C. § 1861.

27 50 U.S.C. § 1881 a.

28 50 U.S.C. § 1881 a. See Edward C. Liu et al., Overview of Constitutional Challenges
to NSA Collection Activities, CONGRESSIONAL RESEARCH SERVICE (May 21, 2015),
https://fas.org/sgp/crs/intel/R43459.pdf; Marko Milanovic, Human Rights Treaties
and Foreign Surveillance: Privacy in the Digital Age, 56 HARV. INT’L. L.J. 81, 81-146
(2015); Daniel J. Severson, American Surveillance of Non-U.S. Persons: Why New
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AARY »RIEEEE S

R JEER
JRFISA B 57— T T/t | FFISA I — B b
B/
REAR | L P
JRFISA{E S —ZE 15172 | Section 702 of FAA—1ZE
VAN
FRERR | L A Sk

FHKIR K p FEI

(2) 75 TR iF

A TEEER S A ) BRSSO R ERE R R
HBUR AR EE 122 2 AR + Sise O B Hom R %« AR
BE e AR R « (1) B &R (DL N ifmetadata ) A5
SRE AR EE R TR - BUFESF RO LER TEER S
FZ s T A AR EER - (2) HREEHERZ
metadata A] (EHEE% © fERE ~ LLETRORREM S - EEUFERFTH A DA
HEFT R H AR NE R E TR S S0 B i LA E R AR M R 2
MEZ  BEEMEFEB L TRFEE - BIFERRY SoERN
%% (non-content data) (FRETEFHEENALIYN) Zmetadata » 7EA

Privacy Protections Offer Only Cosmetic Change, 56 HARV. INT’L. L.J. 465, 465-514
(2015).

29 See RICHARD CLARKE ET AL., THE NSA REPORT: LIBERTY AND SECURITY IN A
CHANGING WORLD (2014).
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O L R L2 PO RHE SR, - 25— et
TRELE AL AL RE, B RS E Y
BBl WA AR BRI  VORAB R D
GIUELIR - #DMERE AT RO LH, » 5
AL ME BB RIS EE - DR EREAAR - B
BB A2 6 B 4 BB 2 AR5 (citizenship ) Bk
(location ) “Hy e L 4% A HERESF 2 MEURAKIE - I HEERIE 2
TERRBASTRIER TASIRBR RS | IFE BIR S EE

/N BRRRE RO SE SR EE N\ B EL RS BT B (E R B HE (targeted
surveillance ) » HEAEAF #E B BN BRI R RV EEEE YL - (FEBRIA

RETT R R IE LS E PO TG IR i TR T B e 1A i - 15 DB HER

30 BRI FOE P — U AT ROR 20068 S AIRE B G ke sdp 4 0 SR
B3k 2443 0 F.26 (20144 )
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BRATRE RN SR | SRR A B 2 R - B PR
HIRER B R B B RCCR MR IR R AP EIE ERR Y - B
R BN RAGH M e NR R BB R AT FE R

AR & R RE dree Ok

(-) EREBREE - EHREM 3 LR

SRR - KB IR R SR (volume) »
R (velocity ) ~ 2481 (variety ) HIBERE - Hifl B ABHETHS
ZH)Mayer-Schonbergersl By KEUEIZHE " FH £ - T4p § 09T
AIRATT B2 G L - PRRAR IR 2 %
BEHE R B B 2B FR R % o EEE
FEJEE S @ (National Science Foundation ) RIS REIRERE T A
B SRR B ST © RRIERS © ST S BT bR E
TR — B 4 B AR AR AT 1R B SR M S T
fif < > ) AL TR X R R E A - ERRE%SY

31 <G E BB AR T RS MANE NNLF  F Y B AR
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Reclaiming Informational Privacy under
Government Mass Surveillance:

An Assessment of the U.S. Federal Courts Cases

Hsin-Hsuan Lin*

Abstract

This article seeks to discuss the impact on privacy of personal
information when the state couple big data technology with public
measures to conduct massive metadata surveillance without targeting
specific persons or having a specific purpose to surveil.
Methodologically, this article employs constitutional law and
comparative legal analysis to critically examine litigation in the U.S.
triggered by government mass surveillance and establishes a conceptual
category of “government mass surveillance,” which exhibit several
elements. This is followed by an examination of the theoretical
development and practical experience drawn from several seminal cases
of the U.S. Federal Courts.

This article found that the treasure trove of litigation in the U.S.
Federal Courts have significantly changed people’s perceptions and
presumptions of privacy. The 2013 Snowden disclosures profoundly
revealed that the federal judiciary of the U.S. is confronted by the
inherent defects and deficiencies embedded in the theoretical framework
of “reasonable expectations of privacy” and “third-party doctrine,”
which was established in the 1980s and based on the dichotomy of the
public/private domain. This article further introduces the “mosaic

* Assistant Professor, Department of Law, Chinese Culture University. Research
interests include constitutional law, information law, government surveillance, digital
rights, law of armed conflicts.




698 CEEMFILBREHY #+ %

theory” as a supplementary interpretative approach and evaluates its
enlightening significance.

This article concludes that the rigorous debate between the U.S.
federal court’s judgment and American legal scholarship not only
outlines the difficulty and urgency of reclaiming informational privacy
in the era of big data, but also dictates a paradigm shift in our
expectation of informational privacy toward a less standardized and
more flexible interpretation. These insightful lessons should inform
Taiwanese courts as they respond to prevailing issues presented by
government mass surveillance.

KEYWORDS: government mass surveillance, big data, informational
privacy, the Fourth Amendment of the U.S. Constitution,
the third-party doctrine, the mosaic theory.




