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Katz v. United States, 389 U.S. 347, 360 (1967) (Harlan, J., concurring).

Olmstead v. United States, 277 U.S. 438 (1928).

Katz, 389 U.S. at 347.
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6 B >>Snowden¥ i ¥ iwmdsk 0 ¥ 4 L GLENN GREENWALD, NO PLACE TO HIDE:
EDWARD SNOWDEN, THE NSA, AND THE U.S. SURVEILLANCE STATE (2014).

7 See Citron, supra note 1, at 1253-54.

8 Id. at 1285-86.

9 Id at 1254-55.
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W ST T AR EESR T A R B T T BB G (R
WERIEEDSN - B SR R E IR - DR T B
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10 See, e.g., Londoner v. City and County of Denver, 210 U.S. 373 (1908).

11 Citron, supra note 1, at 1278-81.

12 Jd. at 1282.

13 United States Government Accountability Office, Terrorist Watch List Screening:
Efforts to Help Reduce Adverse Effects on the Public (Sept. 29, 2006), https://www.gao.
gov/assets/a251884.html (last visited July 25, 2024).
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14 Mathews v. Eldridge, 424 U.S. 319 (1976).
15 Id. at 333-35.

16 Citron, supra note 1, at 1283-85.

17 Id. at 1287.

18 Id. at 1295-96.
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reasonable expectation of privacy protection ) HI¥F » A #EfE &

19 Id. at 1297-1300.
20 Olmstead, 277 U.S. at 438.
21 Katz, 389 U.S. at 347.
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22 United States v. Miller, 425 U.S. 435 (1976).

23 Smith v. Maryland, 442 U.S. 735 (1979).

24 United States v. Jones, 565 U.S. 400, 405-11 (2012).

25 Florida v. Jardines, 133 S. Ct. 1409 (2013).

26 Grady v. North Carolina, 135 S. Ct. 1368 (2015).

27 M A PR H AR 0 2 HD R AR RARE O 4T 0 see
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PL2018 4 B Bk F i =i e A B HY United  States v, Microsoft
Corporationitt—Z ARSI Ryl - TEREFH + U A FHERBIR (%

Kiel Brennan-Marquez & Andrew Tutt, Offensive Searches: Toward a Two-Tier
Theory of Fourth Amendment Protection, 52 HARv. C.R.-C.L. L. REv. 103 (2017);
Andrew G. Ferguson, The “Smart” Fourth Amendment, 102 CORNELL L. REV. 547
(2017); Caleb A. Seeley, Once More unto the Breach: The Constitutional Right to
Information Privacy and the Privacy Act, 91 NYU L. REV. 1355 (2016).

28 See generally Secil Bilgic, Something Old, Something New, and Something Moot: The
Privacy Crisis under the CLOUD Act, 32 HARV. J.L. & TECH. 321 (2018).

29 United States v. Microsoft Corp., 138 S. Ct. 1186 (2018).
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30 Carpenter v. United States, 138 S. Ct. 2206 (2018).
31 18 U.S.C. §§ 2701-12 (1986).
32 18 U.S.C. § 2703 (d) (1986).
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33 Carpenter, 138 S. Ct. at 2206. See also Susan Freiwald & Stephen Wm. Smith, The
Carpenter Chronicle: A Near-Perfect Surveillance, 132 HARV. L. REV. 205 (2018).

34 See, e.g., Orin S. Kerr, An Equilibrium-Adjustment Theory of the Fourth Amendment,
125 HARV. L. REV. 476 (2011).
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35 Riley v. California, 573 U.S. 373, 433 (2014).
36 Id. at 446.
37 Jones, 565 U.S. at 400.
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Jardines & Grady% % & > £ 3 > 48% 24 » F267-332 (2018 )

39 Jones, 565 U.S. at 404.

40 Id. at 408.

41 Id. at 403, 406.

42 d. at 430 (Alito, J., concurring).

43 Id. at 417 (Sotomayor, J., concurring).




200 CEXMIFILLHEH) #+ =8

B EE FIRERF & GPSBHEE VRt - hF a5 = AJRHIRYE
o ME 2 FEECSLIFTRHENE - MlJones 2855 HHGPSFT Ry iy
BHEHE - ERE B REFTRRIER - WIEBUT LS B e
15 MEHETCEHEA BB G = ARYERN - BB SCEEEE = AR
HIFARF - B0 ERTkRiley v. California ¥R » BiF A mndbead
FE BN AR EEN  ER T — B AIEHE A ERELF
FTBEE IR AL S BRI - SE TR Carpenter L —HRAVFF €1 -

RS2 > {ECarpentersa FHFART > EHRFIETER AT EEEE
A NUSEARICSLL » 5t r] DUERCAHE A BT TRHErTH /Y - BX
T2 A SR ST e AL TR e AN BEA B 5 AR CSLIFYHY
% - EATDUB USRI EIR AL IR ECE R & I S T THE
Al - FoERR B AR » (I - &SRB i =i be LA
5 A LB E Carpenter it —FITRIMERGE it am - ZEUAIRERIE
AR 5 = N JF A (R B CSLIERHRY - HoA B SRR - MRl E Rt
RCSLIEHELELE AR = NFARER - MEEEAR - MHE&
R E BB T DRI Se SE M (e BB e B 17 s 1A R R 12
BT IISFERI TR PR E— - KL - STHRERIISTERE(EE
HiFC R R BRI B R4 E R TR WA e R
LIRIIEDR > TG -

Wt TR R EREAT - B BB DIMEE SR
ML 0 kB iE o RS I 2 A7 B R E B BT
HARMAREIIN - 2RI - #8291 BFHAREE H IR SRR
DR T BRI R L 2 o th - BT ETTIROREZAE
N RELE T - DIBEER TS B EE - RREERTEE
(R EZ U IR E B AR T LARH] - A ee~r & R fR
REN R R IAR I — IR ARIRE - 20134FEdward Snowden 7 s RS AT
FEMIEEBF 2225 (National Security Agency, NSA ) B2 -
MEEEFERBEBE N N RAEAAZ - 2R E R s E TR




BUEGTEREAHE LR 201

Ve s BRESEERAR NS EETW R RET
By 0 ¥ B NSA B e B 2 N 0 7Bl I S e R T A
(indiscriminately ) FJARIE (bulk) AUZRI e EY -

PR BT B R s s e (B - R R A R
PRI » RS e B B P P+ R L s s e iy
WA R - WESRERI AR RE - RS E
SR HRE R RS (BRSO T AR T SRS
IR | B TS RH ) AEESE - SRR A R R S
S et FARB AL REF S AR B » (T AR AR Bt
FESHIREE o FAMRIEE = ABH] » — H AL R 2 A
BHRIHAE = S RO ALBISER T - B TER S TS
FLHH A U IR R R0 - TE B T BB T
ST R - ARG %8 507 #
EUR EHISNHIFI 555 - BERIE— T R (S RS RLAEERE » (A1EH
NI B bR T A RS ™ -
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(EAEE GHENE B R T - SHE AR R - 2T ERK
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44 See generally John Yoo, The Legality of the National Security Agency'’s Bulk Data
Surveillance Programs, 37 HARV. J.L. & PUB. POL’Y 901 (2013).

45 See generally Laura K. Donohue, The Fourth Amendment in a Digital World, 71 NYU
ANN. SURV. AM. L. 553 (2017).
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IR« R EGEENE  SCAMILEHE » HEER
19864F- & IR BE IS P BT HY 22 I6E - Firlh - SCA{E fafH il a5 (it g

46 18 U.S.C. § 2702 (1986).
47 18 U.S.C. §§ 2510-22 (1986).
48 18 U.S.C. §§ 3121-27 (1986).
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i FREEERSIR - HEIEEREFEEE - HZA
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Ft 3 A YR BTSRRI 1% 0 (H el B SCARY A » %
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JERZEH VS E I G F BRI G 2 EAR o 7 IR #EAY Tk - 5]
Microsoft IrelandZEH IR .2 % » AIGEERIRGFEL o #Microsoft Ireland

49 See 18 U.S.C. § 2703 (1986). See also Orin S. Kerr, A User'’s Guide to the Stored
Communications Act, and a Legislator’s Guide to Amending It, 72 GEO. WASH. L. REV.
1208, 1211 (2004); Orin S. Kerr, The Next Generation Communications Privacy Act,
162 U.PA. L. REV. 373, 387 (2014).
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50 Microsoft Corp., 138 S. Ct. at 1186.

51 Transcript of Oral Argument at 48, Microsoft Corp., 138 S. Ct. at 1186.

52 Microsoft Corp. v. United States, 829 F.3d. 197, 222 (2d Cir. 2016) (Lynch, J.,
concurring).
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BRAN S < » fECLOUD Actd1 - $1¥# T ERERAUS ) h—F
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agreement ) » f LA AT 25 {3 s 56 BRI SCA i KR i 1 5 & 42 £ CLOUD
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53 Transcript of Oral Argument at 48, Microsoft Corp., 138 S. Ct. at 1186.

54 Id. at 1188.

5 M@ EEEI IR ER T
supra note 28, at 328-31.

=

Fenzi PP > see generally Bilgic,
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56 CLOUD Act § 103(a)(1) (2018) (codified at 18 U.S.C. § 2713).
57 see generally Bilgic, supra note 28, at 328-31.
58 Id. at 336-44.
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16 5 WL S R Ry Snowden BT UG HY— R VISR ELE RHA A
KE - HHEEZEFGEER » B2 EBUN DINSA R E B MEERIRZ L -
F B2 R AU B S P B A s S B 514 S A B AU
7552 A HARSE T NEIEEES 1 | (Foreign Intelligence Surveillance

59 See generally Shahid Buttar, Dragnet NSA Spying Survives: 2015 in Review,
ELECTRONIC FRONTIER FOUNDATION (Dec. 25, 2015), https://www.eff.org/deeplinks/
2015/12/dragnet-nsa-spying-survives-2015-review.

60 4R :EBE S HRIFPERRESLZ A2 A N2 48§32 871 Y
12 o T35 (2016& )

61 See generally Greenwald, supra note 6.

62 Id.
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I TACLU v. Clapper™ ~ Klayman v. Obama® %3538 » D\ 35372
HF R EE - RPN B E TR BE R - DURGR
FEEGESE - WHEBENERGEEERDUK " &R
fF o M TE= NIRRT EECE S RENEEERE R N RSN
SKHFIERRYE - RS E RIAECR BRI A MR - &
R SR IR NI AR A R - SRR (RIE - 22
AR BHEE R R &R TR

B4 0 §hClapper v. Amnesty International USA3E {EHFAFIFEHE
Mg » MEAREBFF i b (E AR 2 DA E &S EA D
Hitg (standing ) HYTAERCHIR » AR 5 AN Z2 48 77 BN PE R
Ak AL "M B E R ) (FISA Amendments Act of
2008 ) FrERZ EBBUNSITIBINGECEBNEE T - Am - ¢
SEAEFTR S - SR 5 B SE B R 1 [ A B 2 KR AR B
FETEPREUAITE 5 - DU R ER A B T s - AR
Ej] °

63 50 U.S.C. § 1861 (1978).

64 See, e.g., DANIEL J. SOLOVE & PAUL M. SCHWARTZ, INFORMATION PRIVACY LAW 384-
87 (4th ed. 2011).

65 Clapper v. Amnesty International USA, 133 S. Ct. 1138 (2013).

66 ACLU v. Clapper, 959 F. Supp. 2d 724 (2013).

67 Klayman v. Obama, 957 F. Supp. 2d 1 (2013).
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B DA EERUE - B E BUR LTINS RiE B Y
P WALIBUS IR R RTEE - RN - AR E SN (B R e e e
(Foreign Intelligence Surveillance Court, FISC ) HYs% LM EHIJEE - &
HEHAEIHE 2SN R e SR e B e - B
BHE - ERNRIBRE RTINS E - FISCHEHIZFANE
A—IREBE A BIFERY - FHEHE - FISCIRAI_E 2 DR ERR FPry A=
T FIREEERPITEFANERTERNETERF (e
parte) J73 ST SIRAO BT E T EE -
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TEEE I ) (USA Patriot Act) = [H—I7H5HEIEZ % - RIEFISA
fSection 18614 + fEZHESHEELENEHRITE - BH 52 o B e

68 See generally SOLOVE & SCHWARTZ, supra note 64, at 384.

69 Id.

70 Id. at 384-87.

71 Id.

72 Id. at 385.

73 USA Patriot Act of 2001, Pub. L. 107-56, § 215, 115 Stat. 272, 287 (2001).




210 CEXMIFILLHEH) #+ =8

WS EIIRE K - B A B e B A R RARY YNE [ E &R - B
R el DL S5 FHE FAUSA Patriot ActfYSection 215FFEVEHY
Y ) (tangible things) ™ » R HESLAR SRS - [F
R - FE EE BB B HE T EUSHIE A E R » JhE AR A FE
MHEHIE R » TEREITAEE VB - VAR S T /)

{LF2FF ; (minimization procedures ) HYZEK -

AN - EREEEER IR - FISABSE 2% » B2 g
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H[EEHEREIEG S - A s S EINEER A RETRE—FIER
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74 50 U.S.C. § 1861 (2001). See also David Kris, On the Bulk Collection of Tangible
Things, 7 J. NAT’L. SECURITY L. & POL’Y 209 (2014).

75 Foreign Intelligence Surveillance Act of 1978 Amendments Act of 2008, Pub. L. No.
110-261, § 122 Stat. 2436 (2008).

76 See generally Daniel Severson, American Surveillance of Non-U.S. Persons: Why
New Privacy Protections Offer Only Cosmetic Change, 56 HARV. INT’L L.J. 465
(2015).
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77 Clapper, 133 S. Ct. at 1138.
78 Id. at 1142-43.
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79 Id. at 1148-50.

80 Klayman, 957 F. Supp. 2d. at 1.
81 Id. at 10-11.

82 Id.

83 Id. at 24-25.

84 Id. at7-9,24-25.
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85 Id. at 26.
86 Id. at 28-29.
87 Id. at 30-37.
88 Id. at42.
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89 Id. at41-42.

90 Obama v. Klayman, 800 F.3d 559 (D.C. Cir. 2015).

91 ACLU, 959 F. Supp. 2d at 749-50.

92 Amidax Trading Group v. SW.LET. SCRL, 671 F.3d 140 (2d. Cir. 2011).
93 ACLU, 959 F. Supp. 2d at 737-38.
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94 Id. at 749-50.
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96 Id. at 746-48.
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98 See Joshua A. Kroll et al., Accountable Algorithms, 165 U. PA. L. REV. 633 (2017).

99  See, e.g., Drew Harwell, Facial Recognition May be Coming to a Police Body
Camera Near You, WASHINGTON POST (Apr. 26, 2018), https://www.washingtonpost.
com/news/the-switch/wp/2018/04/26/facial-recognition-may-be-coming-to-a-police-
body-camera-near-you/?utm_term=16e4a05a6d81.

100 See, e.g., ELECTRONIC PRIVACY INFORMATION CENTER, Al IN THE CRIMINAL JUSTICE
SYSTEM, https://epic.org/algorithmic-transparency/crim-justice/ (last visited Nov. 12,
2018).

101 See Peter Margulies, Surveillance by Algorithm: The NSA, Computerized Intelligence
Collection, and Human Rights, 68 FLA. L. REV. 1045, 1065-66 (2016).
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102 See, e.g., Cary Coglianese & David Lehr, Regulating by Robot: Administrative
Decision Making in the Machine-Learning Era, 105 GEO. L.J. 1147 (2017).
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R R endt = 5 see Steven F. Huefner, The Supreme Court’s Avoidance of the
Nondelegation Doctrine in Clinton v. City of New York: More than “A Dime's Worth
of Difference”, 49 CATH. U. L. REV. 337 (2000); Eric A. Posner & Adrian Vermeule,
Interring the Nondelegation Doctrine, 69 U. CHL L. REV. 1721 (2002).
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104 See, e.g., STEPHEN GOLDSMITH & SUSAN CRAWFORD, THE RESPONSIVE CITY:
ENGAGING COMMUNITIES THROUGH DATA-SMART GOVERNANCE (2014); Bechara
Choucair, Jay Bhatt & Raed Mansour, How Cities Are Using Analytics to Improve
Public Health, HARV. BUS. REV. (Sept. 15, 2014), https://hbr.org/2014/09/ how-cities-
are-using-analytics-to-improve-public-health/ [https://perma.cc/R26N-7RU2].
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105 Kate Crawford & Jason Schultz, Big Data and Due Process: Toward a Framework
to Redress Predictive Privacy Harms, 55 B.C. L. REV. 93, 96 (2014); Roger Allan
Ford & W. Nicholson Price II, Privacy and Accountability in Black-Box Medicine,
23 MicH. TELECOMM. & TEeCH. L. REv. 1, 3-4 (2016); Paul Ohm, Sensitive
Information, 88 S. CAL. L. REV. 1125, 1170-71 (2015); Neil M. Richards & Jonathan
H. King, Big Data Ethics, 49 WAKE FOREST L. REV. 393, 395-97 (2014); Neil M.
Richards & Jonathan H. King, Three Paradoxes of Big Data, 66 STAN. L. REV.
ONLINE 41, 42-43 (2013) [hereinafter Richards & King Three Paradoxes]; Omer
Tene & Jules Polonetsky, Privacy in the Age of Big Data: A Time for Big Decisions,
64 STAN. L. REV. ONLINE 63, 65 (2012).

106 See, e.g., Cass R. Sunstein, Nondelegation Canons, 67 U. CHI L. REv. 315, 322
(2000).
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107 See, e.g., Cary Coglianese, Presidential Control of Administrative Agencies: A
Debate over Law or Politics?, 12 U. PA. J. CONST. L. 637, 646 (2010); Cary
Coglianese, The Emptiness of Decisional Limits: Reconceiving Presidential Control
of the Administrative State, 69 ADMIN. L. REV. 43 (2017).

108 See, e.g., David J. Barron & Elena Kagan, Chevron s Nondelegation Doctrine, 2001
Sup. CT. REV. 201 (2001).

109 See, e.g., Ronald A. Cass, Vive la Deference?: Rethinking the Balance Between
Administrative and Judicial Discretion, 83 GEO. WASH. L. REV. 1294, 1319-26
(2015).
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110 Mathews, 424 U.S. 319, 323-25.
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111 See generally Ryan Calo, Peeping HALs: Making Sense of Artificial Intelligence and
Privacy, 2 EUR. J.L. STUD. 168 (2010).

112 See Richards & King, Three Paradoxes, supra note 105.

113 See Neil M. Richards & Jonathan H. King, Big Data and the Future for Privacy, in
RESEARCH HANDBOOK ON DIGITAL TRANSPORTATIONS 272 (F. Xavier Olleros &
Majlinda Zhegu eds., 2016).

114 See Citron, supra note 1.

115 See Oren Bracha & Frank Pasquale, Federal Search Commission - Access, Fairness,
and Accountability in the Law of Search, 93 CORNELL L. REV. 1149 (2008).
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116 Cf. ANDREW G. FERGUSON, THE RISE OF BIG DATA POLICING: SURVEILLANCE, RACE,
AND THE FUTURE OF LAW ENFORCEMENT (2017).
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118 Tim Cook, A Message to Our Customers, APPLE (Feb. 16, 2016), https://www.apple.
com/customer-letter;.

119 See Erin Kelly, Senate Derails Bill to Rein in E-mail Surveillance, USA TODAY (June
9, 2016), https://www.usatoday.com/story/news/politics/2016/06/09/senate-derails-
bill-rein-email-surveillance/85641196/.

120 See, e.g., Emily Berman, When Database Queries Are Fourth Amendment Searches,
102 MINN. L. REV. 577, 632-33 (2017).
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121 See also Michael Pollack, Taking Data, 86 U. CHI. L. REV. 77, 85-86 (2019).

122 d. at 86-87.

123 See, e.g., LAURA K. DONOHUE, THE FUTURE OF FOREIGN INTELLIGENCE: PRIVACY
AND SURVEILLANCE IN A DIGITAL AGE (2016); Marko Milanovic, Human Rights
Treaties and Foreign Intelligence: Privacy in the Digital World, 56 HARV. INT’L L.J.
81 (2015); Peter Ormerod & Lawrence J. Trautman, 4 Descriptive Analysis of the
Fourth Amendment and the Third- Party Doctrine in the Digital Age, 28 ALBANY L.J.
Scl. & TECH. 73 (2018). Joel R. Reidenberg, The Data Surveillance State in the
United States and Europe, 49 WAKE FOREST L. REV. 583 (2014); Ira S. Rubenstein,
Privacy Localism, 93 WASH. L. REV. 1961 (2018); Paul M. Schwartz, Legal Access
to the Global Cloud, 118 CoLUM. L. REV. 1681 (2018).
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124 See Pollack, supra note 121, at 88.
125 Id. at 88-89.
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Constitutional Implications
of Technological Due Process of Law:

An Analysis of American Law

Ching-Yi Liu*

Abstract

This Article focuses the idea of “technological due process of law”
and examines its developments, including theorie and court decisions, in
the American legal system. This Article first analyzes the doctrinal
development of due process of law and how it presents the
characteristics of being constantly followed and surrounded by
technologies. With this understanding, it further explores the difficulties
law enforcement agencies encounter when facing the application of
various technologies, and the due process of law dilemmas and
controversies that have arisen from the difficulties. This Article takes the
U.S. government’s large-scale surveillance program as an example to
analyze why the principles of due process of law cannot anymore fulfill
its fundamental function of protecting people’s rights. At the same time,
this Article also uses the controversies over automated decision-makings
to illustrate the due process of law challenges in the age of artificial
intelligence. This Article proposes that as the protections provided by the
principles of due process of law have become outdated and insufficient,
the principle of due process of law must be transformed into “the
principle of technological due process of law” and only by doing so, we
are capable of seriously considering whether the constitutional values it
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was designed to pursue are experiencing unprecedented crisies in the
coming automated society.

KEYWORDS: technological due process, technology-assisted law
enforcement, mass surveillance, automated decision-
making, artificial intelligence.




